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Abstract

Software is an indispensable part of modern life, from smartphones to satellites, but such
code inevitably contains bugs that require fixing. Software verification is the process
of identifying bugs in computer programs or formally demonstrating their absence. A
powerful verification technique is model checking, which, given a formal model of a program
and a desired property, systematically traverses the entire state space to determine whether
the property holds.

The primary challenge in model checking is the state space explosion, where the number
of states can grow exponentially large, even in simple programs. To tackle the prob-
lem, a diverse range of algorithms are utilized, such as CEGAR (Counterexample Guided
Abstraction Refinement), BMC (Bounded Model Checking), and k-Induction. Each tech-
nique possesses distinct strengths and weaknesses, excelling at different types of program
complexities (e.g., loops, large data domains). Consequently, no single model checking
algorithm is optimal for all situations.

To address the issue, strategies like algorithm portfolios have been proposed. A general
approach to enhance algorithm portfolios is cooperation, which involves sharing informa-
tion between different algorithms. A common cooperation strategy is to use sequential
portfolios. When an algorithm is deemed insufficient for a given problem, it is stopped,
and its partial results are extracted and shared with the next algorithm in the sequence.
However, the methods currently used to pass partial results are often complex and present
a significant implementation barrier. As a result, a simple way is proposed to extract
invariants from CEGAR algorithms and pass them to other algorithms using the Control
Flow Automaton (CFA).

Furthermore, while much work has focused on cooperation, the criteria for stopping an
algorithm are often just simple static time or memory limits. Although sophisticated
offline Al models have been shown to perform well, they entail high inference costs and
memory consumption. To overcome such drawbacks, a lightweight online algorithm is
proposed to predict timeouts with high accuracy but without the heavy overhead.

The proposed heuristic is implemented in the Theta model checking framework, extending
its existing portfolio capabilities to allow an algorithm to be stopped based on the predic-
tive heuristic and to share partial results between algorithms. To evaluate the approach, an
experiment was designed and executed on the benchmark set of the International Software
Verification Competition (SV-COMP), analyzing how effective the proposed heuristic is in
practice. The evaluation demonstrates that the simple partial result transfer method can
solve previously intractable problems. Furthermore, the lightweight online heuristic pre-
dicts algorithm timeouts with high accuracy, proving to be a viable alternative to resource
intensive offline models.






Chapter 1

Introduction

Every day, more and more software is written, and with it, the number of potential bugs
continues to grow. Software verification is the crucial process of finding these bugs or
proving that a program is free of them. For critical software, such as in aviation or
medical devices, a failure can lead to huge losses, so a higher level of certainty is required.
This is achieved through formal methods, which use mathematical tools to reason about
software [29, 20]. A key formal method is model checking, where a tool explores all possible
states of a program to check if it violates a given safety property [25, 29, 20].

The biggest challenge in model checking is the state space explosion. The number of
states a program can be in can grow exponentially fast. For example, a program with just
20 boolean variables already has 22° (around a million) possible combinations of states.
Because of this, a major focus of research is finding efficient ways to explore this state space.
Over the years, many different algorithms have been created, such as CEGAR [19, 22]
(Counterexample Guided Abstraction Refinement), BMC [18] (Bounded Model Checking),
IMC [26, 16] (Interpolation Based Model Checking), and k-Induction [1, 21] (KInd). Each
of these has unique strengths and weaknesses. One might be good at handling loops, while
another is better with complex data. As a result, no single model checking algorithm is
the best for every situation.

Since different algorithms are good at solving different problems, a common strategy is to
combine them in what is called a portfolio [4, 7]. A powerful way for these algorithms to
work together is through cooperation, where they share information and partial results [3,
8, 12] . For instance, in a sequential portfolio, one algorithm runs for a while, and if it
gets stuck, it can pass what it has learned to the next algorithm in line. However, many
current methods for cooperation are very complex. Techniques like Conditional Model
Checking [11], which uses an assumption automaton to pass information, or code reducing
tools [13, 15] are powerful but have a high implementation barrier, making them difficult
to use in practice.

To solve this, the first part of my contribution is a much simpler way to transfer partial
results. My method extracts invariants from a CEGAR run that has been stopped. I then
inject these invariants directly into the program’s Control-Flow Automaton (CFA) [9, 29].
This gives the next algorithm a head start by providing it with proven facts about the
program’s behavior, and my approach is straightforward to implement.

However, sharing results is only half the problem. I also need to know the best time to stop
the first algorithm. If I stop it too early, it might not have found any useful information.
If I let it run for too long, valuable time is wasted. Most current approaches simply use
a static time limit, which is not an adaptive solution. While some have tried using offline



AT models [28] to predict timeouts, these models can be slow at runtime and consume a
lot of memory.

To address this, the second part of my contribution is a lightweight, online algorithm that
predicts timeouts as the checker runs. I use a one dimensional Recursive Least Squares
predictor(RLS) [24] model to do this. The model observes the time taken for each iteration
of the CEGAR algorithm and learns the performance pattern. Since the runtime often
grows exponentially, my RLS model can accurately predict if the next iteration will take
too long and exceed the time budget, allowing the algorithm to be stopped at just the
right moment.

I implement my heuristic in the Theta model checking framework, which already contains
the algorithms mentioned above. I extend its portfolio capabilities to allow for stopping
based on my predictive heuristic and for sharing results using my simple injection method.

Finally, to prove that my method works, I design and run an experiment on the bench-
mark set from the International Software Verification Competition (SV-COMP) [6]. The
evaluation results confirm the effectiveness of both contributions. The simplified partial
result transfer mechanism, despite its simplicity, successfully solved 13 verification tasks
that were previously unsolvable by the standalone algorithms, demonstrating its value on
difficult problems.

Furthermore, the online timeout prediction heuristic performed exceptionally well, achiev-
ing an F1 score of 0.77. The heuristic showed high reliability with a precision of 91.8% and
a specificity of 95.7%, correctly identifying timeouts and non-timeouts in the vast majority
of cases. A lower recall of 66.5% was observed, which is an understood consequence of the
current update strategy at the end of iteration. This issue was addressed by introducing
continuous SSE checks, which lowered the precision slightly to 81.1% but brought a huge
gain to the recall, increasing it to 86.2%, resulting in an F1 score of 83%. Overall, the
evaluation confirms that the proposed methods are practical and effective enhancements
for cooperative algorithm portfolios.



Chapter 2

Background

2.1 Model Checking

Model checking is a formal verification technique that systematically explores all possible
states and transitions (the state space) of a formal model of a system to determine if it
satisfies a formally specified property [20, 29, 25].

A general view of model checking is shown in the figure 2.1. As input, we receive a
verification task, which consists of a model (which can be a design model, hardware model,
or, in our case, software code such as C) and the specification. The verifier transforms the
input model into a formal model while the specification is translated into a mathematically
precise property. Both of these are then fed into the model checking algorithms. The model
checking algorithms produce a wverification result of Safe or Unsafe, and usually, they also
add a witness so other validators can prove the claim.

Verification Task Verifier Result

Input Model » Formal Model \ //——b > Bug / ["4 Proof

Model Checker

Specification —> Property / \g‘b Witness

Figure 2.1: A general view of model checking

A simple and fundamental usage of model checking is in Reachability Analysis. In other
words, given a safety property, the goal is to determine if it is possible to reach any
undesirable states where this property is violated. Algorithm 1 presents a general model
checking algorithm for reachability.



Algorithm 1: Model Checking for Safety Property (Reachability)
Input: System M = (S,1,T), Property P
// S: Set of all states
// I CJS: Set of initial states
// T:S— S Transition relation

// S’ are the states reachable in one step from states in S
Output: Safe | Unsafe

1 Q<+ 1 // Initialize reachable set with Initial states
2 Qola < 0

3 while Q 75 Qold do

4 if 3s € @ : s [~ P then

5 L return Unsafe // 1If any state in @ violates P
6 | Qo< CQ

7 Q<+~ QUT(Q) // Expand () with newly reached states

8 return Safe

2.2 CFA and XCFA

To perform model checking, a program written in source code must first be transformed
into a formal model of the chosing. One of a prominent formal models is Control Flow
Automaton (CFA).

Definition 1 (Control flow automata [9]). Let:

v = variable

D, := domain of variable v

¢ is an expression = var(p) = {Yv | v € @}

predicate :=p: D,, X -+ x D, — {true, false}
A control flow automaton is a tuple CFA = (V, L, ly, E') where:

o V:={vy,...,v, | domain(v;) = D,,}

L := {program locations modeling the program counter}

lp € L := initial program location

e E C L x Ops x L :={directed edges representing operations}

Ops = {op | op = assignment V op = assumption}

— assignment := (v:= @) st. vEV Ap € D, Avar(p) CV
— assumption := [p] s.t. ¢ := predicate A var(p) C V .

Evidently, a Control Flow Automaton (CFA) is a formalism based on graphs [29]. Further-
more, assignment and assumption statements can be represented as transition functions
(as shown below), making them applicable in model checking.



1 int main() {

2 unsigned char n = nondet();
3 if (n == 0) return O;
!

unsigned char v
6 unsigned char s =
7 unsigned int i = O;
8 while (i <mn) {
9 v = nondet();

0;
0;

10 s += v,

11 ++1;

12 *

13

14 if (s <v) {
15 reach _error();
16 return 1;
17 T

18

19 return O;

20 }

tran (v := o)

tran ([¢])

Although for the purpose of this report only the Control Flow Automaton (CFA) is needed,
the actual implementation and evaluation of portfolios exchanging partial results in THETA
employ an Extended Control Flow Automaton (XCFA). The XCFA is a version of a CFA
designed to manage more intricate processes, such as multithreading. However, our current
implementation does not utilize any of the additional capabilities offered by the XCFA.

n := nondet()
wp:=1
run := true

v,8,1:=0
wp = 2
run := true

v := nondet()
wp:=3
run := true

ueV\{v}

P A /\(v/:v).

veV

Figure 2.2 shows an example of a C program and its corresponding XCFA.

2.3 CEGAR

There are a diverse number of model checking algorithms. One of the most well-known in
the literature is Counterezample-Guided Abstraction Refinement (CEGAR) [19, 22]. The

CEGAR algorithm consists of two main phases that are executed iteratively.



o Abstraction: In the first phase, the abstract reachability graph (ARG) [10] is ex-
panded by effectively exploring states until an error state is found in the abstract
domain, which is defined by the current precision. If no error state is reachable, the
program is deemed safe. Otherwise, we proceed to the second phase. A directed
path between ARG nodes is called an abstract trace. If this path leads from the
initial ARG node to an error state, it is called an abstract counterexample.

e Refinement: In the second phase, the refiner checks if the current abstract coun-
terexample is feasible. Since the analysis operates in an abstract domain, we must
check if the abstract path corresponds to a concrete counterexample. If the refiner
confirms that the counterexample is concrete, the program is proven to be unsafe.
Otherwise, the counterexample is considered spurious. In this case, we refine the
precision and prune the ARG to prepare it for the next Abstraction phase.

Abstraction Refinement

(Arg,) Prune(ARG) & Refine(In)

e L

___Spurious
Expand(ARG,M) ——ARG——» FeasibilityCheck(ARG)

N

» Safe Unsafe

ARG —»

Figure 2.3: Schema of a Counterexample-Guided Abstraction Refinement (CEGAR) al-
gorithm using ARG.

The idea behind CEGAR is that the abstract domain resulting from a coarser precision is
smaller and can be searched faster. However, this may lead to an abstract counterexample
being spurious (i.e., not corresponding to a concrete execution path). Therefore, we need to
check this counterexample during the refinement phase. The process continues by refining
the precision, which makes the abstract state space larger and closer to the concrete state
space. The CEGAR loop is run until the abstraction step proves safety, the precision
cannot be refined any further, or a concrete counterexample is found. A general scheme
of the CEGAR algorithm can be seen in Figure 2.3.

1Ty
l ARG
{ Abstraction O Refinement J
H/
Safe Unsafe

Figure 2.4: An abstracted visualization of CEGAR.



2.3.1 Abstraction

The Abstraction phase in CEGAR requires an ARG and a precision, which is continuously
refined by the refiner. To construct an ARG, we need an Abstract Domain D and a Transfer
Function T [19, 22]. The transfer function utilizes a Precision II [19, 22] to compute the
successor states.

Definition 2 (Abstract Domain [19]). An abstract domain is a tuple D = (S, T, L, C
,expr) where

o S is a (possibly infinite) lattice of abstract states,

e T €S is the top element,

e 1€ S is the bottom element,

e CC S x S is a partial order conforming to the lattice, and

e expr: .S — FOL is the expression function that maps an abstract state to its meaning
(the concrete data states it represents) using a First Order Logic (FOL) formula. .

Definition 3 (Precision [19]). A precision 7 is an element of the set of precisions II.
This set forms a partially ordered set (II, <), where for any m,my € II, we say 7 is more
precise than my, denoted 7 < o, if and only if for all s € S and all operations Ops:

T(s,Ops,m) C T(s,Ops, m2)

Definition 4 (Transfer Function [19]). Let S be a set of Abstract States, II be a set of
precisions, and Ops be a set of operations. Then the transfer function is T : S x Ops x II
29, .

In other words, T is a function that takes an abstract state, a precision, and an operation
as input, and it computes the set of successor states which an be reached by applying the
operation with the given precision.

This definition of abstraction is very general, and several types of abstraction can be
derived from it. To specify a particular abstraction, we must define its Abstract Domain
D, Transfer Function 7', and Precision 1.

Boolean Predicate Abstraction

D = ((Il,A,V,—), T =true, L=false, s; C sy & s1 = s2, expr(s) = s)
IT = {r | m € FOL predicates}

T(s,op,m) = \/ A pi A A —pjlakE(shopA N (o D), Pk~ Dl

pi€m,a(v; )=true pjem,a(vj)=false PLET
You can also give the transition function like this:

T(s,op,m) = \/ {c ‘ ceC, C= { |/7r\|li l; € {my, ~m;}, Vm; € 7T}, Ja : a | sAopAd, ¢ SN c/}
i=1




The intuition behind Boolean Predicate Abstraction [10, 22] is its high expressive power.
This is because predicates can be combined using conjunction, disjunction, or negation in
any form to represent the current state. The next state in boolean predicate abstraction
is the disjunction of all conjunctive clauses (cubes) that can be formed from the predi-
cates in the precision. A clause is included if there exists a reachable concrete state that
transitions via the operation op from a state satisfying the current abstract state s into
a state satisfying the transformed clause ¢’. In other words, the core idea is checking the
entailment Ja : o = s A op A ¢, which is the foundation of boolean predicate abstraction.

Cartesian Predicate Abstraction

D=(ITu{-p|pell},;A), T =true, L=pA —p, s1 C s9 & 51 = 59, expr(s) = s)
II = {r | m € FOL predicates}

T(s,op,w) = N\{pi | pi € 7, s Nop = pi} A N{-pj | pj € 7, s AN op = =)}

In contrast to Boolean Predicate Abstraction, a state in Cartesian Predicate Abstrac-
tion [10, 22] is nothing more than a conjunction of predicates or their negations from the
precision set. The next state is easily calculated by checking for each predicate in the
precision whether it holds or not after applying the operation from the previous state
s. Because the state representation is constrained to only using conjunctions, Cartesian
predicate abstraction has lower expressive power than boolean predicate abstraction.

Explicit Value Abstraction

V is a set of program variables.
D, is the domain of variable v.

D={s|s: V= (D,U{Tqg,La}) T =TgVv, L& Jvsts(v) =Ly, s1C sy &
Yo, s1(v) = s2(v) V s1(v) =Lg, Vsa(v) = Tq,, expr(s)}

false ifs=1

Ao, s()£Tq, (v =5(v)) otherwise

expr(s) = {

IIcv

op.
v —rv (RS
T(s,op,m) =5, s'(v)= { |

Ta, otherwise

Ezplicit Value Abstraction [10, 22] is the simplest one by far. It operates by assigning
concrete values to variables and keeping track of these assignments in the program.

As it can be observed, Explicit Value Abstraction relies solely on the equality operation
to represent states, whereas Cartesian Predicate Abstraction incorporates negation and
the and operator (allowing for expressions such as x > 0 A =(z > 2)). Furthermore,
Boolean Predicate Abstraction adds the capability of the or operator. Consequently,
while expressive power increases, the computational cost for the transition function rises
accordingly.
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2.3.2 Abstraction with Locations

In the context of the XCFA, it is essential to track not only the abstract state s but also
the program locations [. This is necessary because the primary objective is to determine
whether an error at a specific location is ever reachable. The fundamental approach
involves traversing the XCFA to find an error location sequence, such as lg,l1, ..., lorror, if
the error location exists. However, this method is insufficient because it does not account
for the fact that some conditional branches (e.g., an if branch) may never be traversed
by the program because the branch condition is never fulfilled. Therefore, to determine
the feasibility of an if branch’s execution, we must maintain the state of the program,
specifically the range of values that can be assigned to the variables. This can be achieved
by using either Explicit States or Predicate States. For instance, if the current abstract
state implies that = > 10, then the branch conditioned on x < 10 will not be traversed,
and consequently, any error location within that branch will never be reached.

In other words, we are trying to check for the existence of an abstract path P:

P = (l0780) EBO—> (llasl) 321—> s Op—nl> (lnasn) m (lerror73n+1)

This path relies on two combined concepts:

1. The operations op; located on the XCFA edges, which are applied to the abstract
states.

2. The edges themselves, which define the transition to the next location.

Putting these two concepts together yields an extended transfer function T,. A pair
sr = (I, s) represents a state in this extended abstract domain, D.

Now let’s precisely define D; and T;.

Definition 5 (Abstract Domain with Locations [22]). Let £ be the set of locations
from a Formal Model, and let S be the set of abstract states from the base abstract
domain D. The abstract domain D extended with locations is a tuple Dy = (Sg, Tz, Lr
,Cr,expr,) where:

e Sy =L xS, which is the set of abstract states paired with a location.
o T={(,T)|l €L}, which is the set of top elements, one for each location.
o Lp={(,L1)|1l€ L}, which is the set of bottom elements, one for each location.

e The partial order C, is defined such that for any two extended abstract states
sic = (l1,s1) and sor = (l2,82), we have s1z Cp sor if and only if I; = Iy and
S1 E 59.

e expr, = expr, where expr is the expression function of the base abstract domain. .
Before defining the extended transfer function 7Tz, we first introduce the concept of location
dependent precision, Il,.

Definition 6 (Precision with Locations [22]). Let £ be the set of locations from a
formal model. Then I = {(I,II) | l € £ and II is a precision}. .

11



When each location can be mapped to a potentially different precision, this is known as
local precision. If the same precision is used for all locations, this is knows as global
precision. It follows that the global precision strategy is merely a special case of the more
general local precision approach.

Definition 7 (Transfer Function with Locations [22]). Let £ be the set of locations
from an Formal Model, S be a set of Abstract States, II; be a precision depending on
location and Ops a set of operations, then the transfer function with Locations is T, :
SEXOpSXHE—)QSC. .

An Abstraction with Locations is an Abstraction in itself which can be combined with other
abstractions. For example you can keep track of locations and also have Explicit Value
abstractoin or Cartesian Predicate Abstraction.

2.3.3 ARG

The Abstract Reachability Graph (ARG) is a core component of the CEGAR algorithm.
After reviewing Abstraction in Section 2.3, we are now ready to define the ARG precisely.

Definition 8 (Abstract Reachability Graph [10]). Let an abstraction be defined by
an Abstract Domain D = (S, T, L, C, expr), a precision II, and a transfer function 7. An
Abstract Reachability Graph (ARG) is a tuple ARG = (N, E,C), where:

e N C S is the set of nodes.

e E C N x Ops x N is the set of directed edges. An edge (s1,0p,s2) € E exists if
sg € T'(s1,0p, II).

o C C N x N is the set of coverage edges. An edge (s1,s2) € C exists if 51 C so. .

The role of nodes and directed edges is straightforward, but the reason for including
coverage edges requires explanation. The purpose of coverage is to prune the search space.
If, during the exploration of the state space, a newly generated state S, is found to be
covered by an existing state s, in the graph (i.e., Spew = Soiq), then further exploration

from spe can be halted. This is because any path originating from the more specific state
Snew 1s implicitly accounted for by the exploration of the more general state sgq.

2.4 BMC and K-Induction

Bounded Model Checking (BMC) [18] is a widely implemented algorithm in today’s verifica-
tion landscape. It translates the verification problem into a formula that can be solved by
various methods, including Binary Decision Diagrams (BDDs) or SAT/SMT [18] solvers.
For the purposes of this report, we are interested in BMC and K-Induction [1, 21], specif-
ically when using SAT/SMT solvers.

First, let us define a Transition System.

Definition 9 (Transition System [18]). A transition system M is a tuple M =
(S,1,T) where:

1. S is the set of states, representing all the configurations the system can be in.

12



2. I C S is the set of initial states.

3. T C S x S is the transition relation. If (s,s’) € T, it implies that the system can
transition from state s to s’. .

In our context, the system is the program under analysis. The states are represented as
First-Order Logic (FOL) expressions over program variables, combined with the locations
in the program.

Definition 10 (BMC Query [18]). Let M = (S,I,T) be a Transition System. Let
P(s) be a formula representing all states satisfying a safety property, and let k € Z* be
the time bound.

To perform Bounded Model Checking (BMC) using a SAT/SMT solver, we construct the
Bounded Safety Formula ®; as follows:

k-1 k
@, =I(s1) A N\ T(si,si41) A\ P(si)
=1 i

If ®; is satisfied, it means that there exists a path of length k£ or less that violates the
safety property P. Otherwise, the program is safe up to the bound k. To put it simply,
BMC checks all execution paths of length k or less to see if any of them lead to an error.
A significant limitation of BMC is that its completeness is guaranteed only up to a given
bound k. Consequently, if an error path with a length greater than k exists, BMC will
not detect it. This issue can be addressed either by increasing the bound k or by devising
an alternative algorithm.

Figure 2.5: An abstract illustration of BMC and its incompleteness problem, which arises
for paths longer than k.

For a concrete example, let’s suppose we have a CFA, and we are keeping track of the con-
crete state (explicit value states for all variables and the current location). Our transition
system is defined as: M = (S,I,T) where S = L x{s|s:V = D, U{Ta,Llav}}, I =
{(Istart Sinit) | smit(v) = Tawt, T ={((l,8),(l',s")) € S x S| 3(l,0p,l') € EcpaNs #L}

Let’s choose a bound of £ = 3 to unroll the CFA. The first transition will be taken by the
statement uchar i=1, so we will have two transitions left to unroll the loop. Figure 2.6
shows the original CFA on the left and the unrolled CFA on the right. The property we
want to check is P(S = (I,5)) = (I # lewr)-
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The transition relation 7' is defined in such a way that transitions leading to a bottom
state (L) are pruned. For example, any transition from [; to I3 where the assumption i # 0
is not met would be excluded. This means the transition relation effectively checks if the
current state satisfies the assumptions on an edge; if not, that transition is not included
in the relation.

The BMC query is:

b, = (10C1 =0 AN = 1)

I(s1)

Assumption Assignment
A(locy =01 Nip # 0) A (locg := 01 Nig :=1i1 + 1)
T(s1,s2) (Loop 1)
A (locg = €1 ANig # 0) A (locg := €1 Nig =g + 1)

T(s2,s3) (Loop 2)

/\( (loc; = err) V (locg = err) V (locg = err))

P(s1) P(s2) P(s3)

uchar i=1;

while (i) {
i++;

¥

assert (i<10);

Figure 2.6: A simple while loop and its CFA (left). Unrolled CFA with a bound of
k = 3 showing all possible exits (right).

Since the bound is only k = 4, BMC would not find any error, and the result would be
unknown. To find the error, BMC would require a bound of at least kK = 11, since the
loop must be unrolled 10 times to violate the assertion ¢ < 10.

To address the incompleteness of BMC, several solutions have been proposed, such as
K-Induction and IMC. K-Induction is an extension of BMC. The classic Split-Case K-
Induction algorithm is performed in two steps: the Base Case, which is a standard BMC
query with a bound k, and the Step Case, where induction is performed.

Definition 11 (K-Induction Queries [21]). Let M = (S,1,T) be a Transition Sys-
tem, let P(s) be a formula representing the safety property, and let k € Z* be the bound.
K-Induction is performed in two steps:
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1. Base Step: Check that no paths of length &k or less lead to an error. This is done
by checking if the following BMC formula is unsatisfiable.

k—1

k
@, =I(s1) A N\ T(sisi41) A\ P(s)
=1 i=1

2. Inductive Step: Check if the property is inductive for any path of length k. This
can be done by checking that the following formula is unsatisfiable.

k k
v, = </\ T(SZ’, Si—i-l)) VAN (/\ P(SZ’)) VAN P(5k+1)
i=1 i=1

If the Base Step formula is unsatisfiable up to bound k and the Inductive Step formula is
also unsatisfiable for the same bound k, the property P is proven to be an invariant of the
system. .

To better explain the Inductive Step, the formula can be rearranged as follows:

k—1
v, = P(Sl) VANCIERWAN P(Sk) VAN /\ T(SZ‘, S; + 1) N T(Sk, Sk+1) VAN P(Sk+1)
i1 ~————— ——
Part 2: The Next Step  Part 3: The Contradiction

Part 1: The Hypothesis

The intuition behind K-Induction is that a larger bound %k provides more context. This
results in a stronger set of assumptions for the hypothesis, which can make it easier to
prove the inductive step.

For the example in Figure 2.6, the Inductive Step query would be as follows:

U, = (10C1 + gerr) /\T(Sl, 52) VANREIWAN T(Sk_l, Sk) AN (IOCk + gerr)
—_———— ~—_———

P(s1) P(sk)

locy, =01 Nig # 0 Alocgrr =01 Ny =i + 1
Vidocy =01 Nip, =0 A i <10 Alockry = fret

V locy =01 AN =0 AN i > 10 Alocgy1 = lerr

evaluates to false

T(sk,Sk+1)

A (10Ck+1 = gerr)
—_—

P(sk+41)

In the K-Induction step, the initial state formula I(s;) is omitted. Consequently, we
cannot make any assumptions about the starting values of the state variables, such as 1.

By not including the initial state, we shift the focus from properties of specific paths to
general properties of the system’s transitions; we are searching for invariants. The query
W, is unsatisfiable because the only transition that leads to the error location requires the
condition (i = 0 A i > 10). This conjunction is a logical contradiction. Since reaching
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lockg11 = Ler is only possible via a transition that contains this logical contradiction,
the entire formula is unsatisfiable. Assuming the base case also holds, we can therefore
conclude that the program is safe.

Figure 2.7: An abstract illustration of the K-Induction inductive step, which attempts
to prove a safety property for paths of length > k + 1.

2.5 Portfolios

No single algorithm is best for verifying all programs, as each possesses its own strengths
and weaknesses. Consequently, to exploit these individual strengths, different algorithms
are often combined into portfolios [4, 7]. A portfolio is typically a black box model, meaning
that the individual algorithms do not need to be aware of one another to operate within
the framework. Essentially, algorithms are selected and arranged to run either in parallel
or sequentially [4, 7].

An important feature of a portfolio is its ability to handle failures. If one algorithm (or
batch of algorithms) fails, the portfolio can decide which one to execute next. For example,
if an explicit state model checker encounters a state space explosion, it might be beneficial
to switch to predicate abstraction. Similarly, if a solver error occurs, it could be a good
strategy to try K-Induction.

In the literature, it is common to run several algorithms in parallel batches, and then
execute these batches sequentially. Figure 2.8 shows a generic portfolio structure.

In this report, we will focus exclusively on sequential portfolios. Figure 2.9 illustrates a
concrete, purely sequential portfolio where the next algorithm is chosen if any error occurs
in the current one. In other words, if an exception is thrown, the portfolio proceeds to the
next configured algorithm.

A portfolio terminates as soon as any of its algorithms successfully verifies the program.
It fails only if all configured algorithms fail to do so.

16



Input Data

I
' Batch X
I
I
Input :
I
§
i| Algorithm Algorithm | | Algorithm
— ! 1 2 N
Batch 0 l
Condition 1 | Condition n |
I
Batch 1 Batch n |
Batch 2 N

oy N i b v
by Output Data

Figure 2.8: A generic portfolio structure (left) and the internal structure of a generic
batch (right).

Portfolio 1
Input 1 —» Predicate Abstraction ——any—» K-Induction
Portfolio 2
Input 2 —» Explicit-State ——any—» Predicate Abstraction
Portfolio 3
Input3 —>» Explicit-State ——any—» Predicate Abstraction ——any—» K-Induction

Figure 2.9: Examples of concrete sequential portfolios. Omne portfolio switches from
Predicate Abstraction to K-Induction, while another switches from Explicit
Value Abstraction to K-Induction upon failure.

2.6 One Dimensional Recursive Least Squares Predictor

Suppose we have a set of data points, (z1,%1),..., (2, y:), collected sequentially up to
the current time ¢t. For each point, x; is the input and y; is the corresponding observed
output. We assume a simple linear model with a single parameter, w, which we want to
learn by minimizing the sum of squared errors. This is known as finding the Least Squares
solution.
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To allow the model to adapt to new data over time, we introduce an exponential forgetting
factor, A\. The corresponding cost function, J(t), is given by:

J(t) = Z Ny — w(t)z;)

The weight, w(t), is dependent on time because a new data point at ¢ + 1 requires a
recalculation of the optimal parameter. The forgetting factor, A, ensures that more recent
data points have a greater influence on the solution.

To find the optimal weight w(¢) that minimizes J(¢), we take the derivative with respect
to w(t) and set it to zero.

dw(t) pt
We can simplify this expression by dividing by —2 and rearranging the terms.

t

DXy —w(t)a)(zi) = 0

i=1

Distributing x; and separating the summation yields:

t t
Z Ny, — Z N (t)z? =0
i=1 i=1

Since w(t) is constant with respect to the summation index ¢, we can factor it out:

t t

w(t) Y AT aE =Y N Ty

i=1 i=1

Solving for w(t) gives us the final batch least-squares solution:

_ X Ay

D

This formula represents the non-recursive, batch least-squares solution with a forgetting
factor. It serves as the starting point for deriving the online, recursive equations.

2.6.1 The Online Solution

Calculating w(t) from scratch every time a new data point (zy,y;) arrives is computation-
ally inefficient. Instead, we can develop a method to update the weight incrementally.
The goal is to find a function f such that w(t) = f(w(t — 1), (x¢, y))-
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To begin, we define the numerator and denominator of the batch solution as ¢(t) and R(t),
respectively.

t
q(t) =D ANy,
=1

t

R(t) =Y AN 'a7

i=1
These can be expressed in a recursive form:
q(t) = Aq(t — 1) + yrzy
R(t) = AR(t — 1) +

Now, we define P(t) = 1/R(t). Using this definition and the recursive formula for R(¢),
the Sherman-Morrison formula can be applied to find a recursive update for P(t):

1 Pt —1)

Apany +af A+ P(t—1)af

P(t) =

With these relationships, we can derive the update for w(t) = P(t)q(t):
w(t) = P(t)Aq(t = 1) + gz
w(t) = PR = Dw(t = 1) + ypy]

w(t) = P(1) ]%ﬁ_ww(t ~ 1) + gy

From the definition of P(t), we know AP(t —1)~! = P(¢)~! — 2. Substituting this gives:

w(t) = PO[(P() ™" — 2 w(t — 1) + yee]
w(t) = w(t —1) — P(t)z?w(t — 1) + P(t)ysxy
w(t) =w(t —1) 4+ P(t)z(yr — xpw(t — 1))

By substituting the practical formula for the gain, we arrive at the complete online update
rule:

P(t — 1)ZL‘t

wilt) =wlt =D+ pa =2

(yt — mpw(t — 1))

Let’s analyze the components of this important equation.

The prediction error is:
e(t) =y —w(t —1)ay

The covariance update is:

P(t—1)

Plt)= ——F—
(t) A+ P(t—1)z?

The gain term, which scales the error, is given by:

P(t — 1)3}15

k(t) = P(t)zy = m

A simplified representation of the weight update is given by the equation:

w(t) =w(t —1)+ k(t)e(t)
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The covariance term, P(t), represents the uncertainty of our weight estimate. In other
words, it reflects our confidence in the prediction. A higher covariance (greater uncer-
tainty) leads to a larger gain, resulting in a more significant update to the weight. Con-
versely, a smaller covariance indicates more certainty, resulting in a smaller gain and a
more subtle weight adjustment.

For these equations to work, we must initialize the model with starting values for the
weight, wg, and the covariance, Py, and also specify the forgetting factor, A.

e The initial weight, wg, can be chosen based on prior knowledge, but is often set to
one if no information is available.

o We must start with a high initial covariance, Py, to reflect high initial uncertainty.

e The forgetting factor, A, is usually chosen to be between 0.9 and 1.0. A value of 1
means no forgetting, while a value like 0.9 represents a high forgetting rate, as the
influence of older data points decays quickly.

These equations allow us to update the weights online as new data points arrive. Fur-
thermore, while we have only considered a linear model with a single parameter, this
framework can be extended to include a bias term and multiple parameters [24]. The
derivation is analogous but involves vectors and matrices instead of scalar values [24].

2.6.2 Application to Exponential Functions via Linearization

Although the RLS algorithm is designed for linear relationships, it can be adapted for
non-linear models through linearization. The relationship of interest in this report is the
exponential function y = x%. We want to approximate the parameter w given a stream of
data points. To achieve this, we can use the RLS predictor by first scaling our data points
with the natural logarithm, which linearizes the relationship.

If we define new variables, ¥’ = In(y) and 2’ = In(x), the relationship becomes:
y=w-z

This transformed equation represents a simple line through the origin, which is exactly
the model our one-dimensional RLS algorithm is designed to solve.
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Chapter 3

Partial Results Transfer

In this chapter, we will introduce the concept of cooperation and explain some of the ways
it can be implemented. We will then present the problem statement and proceed to detail
our proposed solutions, explaining how to transfer partial results between algorithms.
This will be done by describing how the partial results are extracted and subsequently
injected. Finally, we will propose a more intelligent approach for algorithm termination
than a simple time limit.

3.1 Cooperation

As mentioned, no single algorithm can solve all the specifics of every program. One
approach to this problem is sharing information about the execution of one algorithm
with another, a strategy known as Cooperation [4, 7). This shared information, which
constitutes a partial result, can take various forms. It can be a specific automaton, such as
a General Intermediate Automaton (GIA) [23] or an Assumption Automaton [11] (which
contains the state space that has been successfully verified by using assumptions), or it
can be a witness [2, 14] that contains derived invariants. Furthermore, Reducers [13, 15]
have become a very active research area in this field, specifically for passing these partial
results to tools that do not natively support full cooperation. Another promising new
method in this area is Dynamic Program Splitting [27].

A critical challenge in cooperative algorithm portfolios is determining the optimal runtime
for an algorithm before extracting its partial result and passing it to a subsequent one. This
is a challenging problem because it necessitates in depth knowledge of the algorithms and
the ability to predict their future behavior. Solutions for predicting when an algorithm will
not be able to finish its run, allowing for the extraction and transfer of partial results, have
been proposed using pretrained Al models that incorporate dynamic and static program
parameters [28]. However, this approach introduces several issues: the models tend to be
overfitted to specific programs, querying the pretrained model must occur during runtime,
and the pretrained model itself can consume significant memory.

3.2 Problem Statement

1. The concept of sequentially passing partial results within an algorithm portfolio to
reduce the runtime of a subsequent algorithm is well documented in the literature.
However, these methods are often complicated and implementation intensive. In
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this report, we present a simpler approach: extracting invariants (similar to witness
construction) from a partially executed CEGAR run and injecting them into the
XCFA of the next algorithm.

2. While timeout prediction has been explored using pre trained, offline AI models,
there has been no prior work on using lighter, online models for this purpose. In
this paper, we propose an online prediction algorithm to forecast the timeout of a
CEGAR based analysis using a Recursive Least Squares (RLS) algorithm.

3.3 Analyzing CEGAR and K-Induction

CEGAR is an algorithm that analyzes specific abstracted paths globally, from the initial
state to a potential error state, while K-Induction is a more local algorithm that attempts
to prove properties based on the transition relation itself.

A common problem for CEGAR is that proving safety requires it to traverse all paths in
the ARG. When a high precision is necessary, this can be very slow due to the large number
of states, a phenomenon known as state space explosion. This issue is demonstrated in
Example A.2. Another potential problem is that the interpolation step during refinement
may fail to infer sufficiently strong predicates.

Conversely, the main problem with K-Induction is that it only discovers invariants based
on the properties of the transition relation. This means it does not make any assumptions
regarding the initial state of the program’s variables; in other words, K-Induction is local.
This can be a significant drawback when the error condition only holds if the initial state
is considered, which is something CEGAR handles by analyzing full paths from the start.
This scenario is illustrated in Example A.3. Another problem that standard K-Induction
faces is the need to unroll loops. For programs with deeply nested loops, this unrolling
process can be very slow.

A detailed explanation of both examples, one where Predicate Abstraction succeeds while
K-Induction fails, and another where K-Induction succeeds while Predicate Abstraction
fails, can be found in Appendix.

3.4 Partial Results Transfer

Now that we have an understanding of when one algorithm may outperform another, the
question is how to effectively extract information from one and inject it into the other.
There are various approaches to this transfer, which differ depending on the algorithms
involved. We will specifically explain how to extract location invariants from an incomplete
run of CEGAR and inject them into the XCFA.

Partial Results Extraction

Partial results are extracted from an incomplete CEGAR run by traversing the entire
ARG that was constructed with the current precision. For each location, we then collect
all the abstract states associated with it and combine them using a disjunction to form a
location invariant.

Let ARG = (N, E,C) be the Abstract Reachability Graph, where each node in N is a
pair (I, s) of a location and an abstract state. Let R(l) = {s | (I,s) € N} be the set of
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all abstract states associated with a location [ in the ARG. The location invariant for [,
denoted 7, is the disjunction of all these states:

L= \/ expr(s)

seR(1)

The extracted location invariant is an overapprozimation of the concrete program states
that can be reached at that location.

Partial Results Injection

After obtaining the invariant Z; for each location, we inject these invariants into the XCFA
as assumptions. The subsequent algorithm thus receives an XCFA augmented with this
new information. The injection mechanism works as follows: for each location [ with a
corresponding invariant Z;, we introduce a new intermediate location, let’s call it lpqrtial-
All incoming edges to the original location [ are rerouted to this new location lp4ytial-
Then, a single edge is created from Iy, ia back to [, and this edge is labeled with the
assumption [Z;]. Figure 3.1 illustrates this process.

Figure 3.1: Left the XCFA of the program. Right the XCFA after partial results were
injected.

3.4.1 Example of Transferring Partial Results between CEGAR and K-
Induction

Below, we will explain the process for a portfolio of the type PredCart(pRes) 2, Kind().

Portfolio

Input 1 —» Predicate Abstraction ——any—» K-Induction

Figure 3.2: A portfolio of PredCart(pRes) 2% Kind().
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int main() {
int a = 2, b =

for(a = 0; a < ++a) {
for(b = 0; b < 2; ++b) {

2;
2;

}
¥
assert(a == 2 & b == 2);

[a#2Vb+#2

b>2)a:=a+1 [a<2);b:=0

b<2b:=b+1

Figure 3.3: A CFA for the nested loop program with an explicit exit node before branch-
ing to the final assertion state.

The program in Figure 3.3 is difficult to verify for both a CEGAR based checker with
predicate abstraction and for K-Induction. For Predicate Abstraction, this is mainly
because the assertion requires the exact values of the variables to be tracked. In other
words, the analysis would need to find predicates like x = 2 for each x € {a, b}, which is
problematic.

To explain why, let’s analyze how CEGAR would attempt to verify this program. For
the first iteration, the precision set Il is empty, which means the abstractor can only
use the most general abstract states, T (true) and L (false). After searching the graph,
the abstractor finds a possible counterexample, highlighted in red in Figure 3.4a. The
refiner determines that this counterexample is spurious because between node 0 and 1,
the program executes a := 0, and then from node 1, the spurious path takes the branch
conditioned on a > 2. The refiner encounters this first infeasible step and therefore updates
the precision, for instance, with the predicate a > 2.

Next, the ARG is searched with the precision IT = {(a > 2)}. From this, the abstractor
finds another counterexample, as shown in Figure 3.4b. The problem in this trace is
between nodes 1, 3, and 5. When transitioning from node 1 to 3, the program sets b := 0,
but the next step from 3 to 5 assumes b > 2, which is incorrect. Therefore, the refiner
updates the precision to II = {(a > 2), (b > 2)}. After unrolling with this new precision,
we get the ARG shown in Figure 3.4c.

The refiner now identifies a new spurious path. It realizes that between nodes 5 and 6, the
path is infeasible because it assumes b > 2, which is not true. From node 1 to 2, b is set to
0, and then from node 2 to 5, b is incremented to 1. Therefore, the refiner decides to track
the value of b more closely by adding (b < 0) to the precision. For the next iteration, it
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0: (start, true)

’2:(I3,false) JS:(IZ,a<2)‘
ﬁ<2];b:=b+1 b>2ja=a+1
’4:(I2,a<2)‘ ‘5:(I1,true)
fa<2b=0\az2]
’6:(I2,a<2)‘ ‘7:(]3,a22)‘
= -]- forrordpee s
- - ’8:(final,a22)‘ ‘9:(error,a22)‘
(a) ARG with I = {} (b) ARG with I = {(a > 2)}
0: (start,true)
3: (13, false) ’2:(I2,a<2/\b<2)‘ \\\
ﬁ<2]b b+\1\¢22];a:=a+1\/‘,
(2, a<2)‘ 4:(1, false) -
[b>2]a_a\£b<2]b b+ 1
’6(I1b 2)‘ 7:(2,a<2)

9:(2,a<2 A b<2) ’8 (3,a2

%2vb¢N2/\b 2]

’ 11: (error, a2 10: (final,a22 A b22)

(c) ARG with IT = {(a > 2), (b > 2)}

Figure 3.4: The expanded ARG with the given precision II in each iteration of the CE-
GAR.



will need to add (b < 1), and then repeat the same process for a by adding (e < 0) and
then (a < 1). The precision eventually becomes:

= {(a >2),(b>2),(b< 0),(b < 1), (a < 0),(a< 1)}

The problem here is clear: PredCart is forced to keep track of the ezxact values of the
variables because it cannot generalize. This makes the precision set very large and the
solver queries slow. The size of the required precision is proportional to the number of
variables and the loop bounds:

ITTI| ~ (Number of Variables) x (Loop Bound + 1)

In our case, the loop bound is 2 and we have 2 nested loops. This problem can be extended,
as shown in the example in Figure 3.5.

int main() {
int a =6, b=6, c =6, d=6;
for(a = 0; a < 6; ++a) {
for(b = 0; b < 6; ++b) {
for(c = 0; ¢c < 6; ++c) {
for(d = 0; d < 6; ++d) {

¥
}
¥
b
assert(a == 6 & b == 6 && c == 6 && d == 6);
}
a,b,c,d := 6;
.:0
[@a>6ANa=6Ab=6Ac=6Ad=06] [@a>6A-(a=6Ab=6Ac=6Ad=06)]
ret |< I > err
b>6a:=a+1 [a<6];b:=0

[e>6;b:=b+1 [b<6];c:=0

[d>6;c:i=c+1 [e<6];d:=0

[d<6l;d:=d+1
Figure 3.5: A CFA for the nested loop program leading to a final assertion state.

Here, the loop bound is 6 and the number of variables is 4. Therefore, the size of the
precision would be approximately |II| = 4 x (6 + 1) = 28. The search space grows expo-
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nentially with the number of predicates (roughly 2|H|), making the problem intractable for
this approach.

To understand why K-Induction also fails, let’s analyze a simplified version of the program.

[a>2Na=2Nb=2] (@a>2Na#2)V(a>2Ab+#2)]

Figure 3.6: The simplified exit loop conditions for program 3.3.

The transition relation T'(sg, sp4+1) contains the logical expression leading to the error state
as follows:

lock, =11 A ((ak, > 2N ag #2)V (ap > 2 ANbg # 2)) Alocgyy = err

Let’s analyze the term ar > 2 A ap # 2. The question in the inductive step is whether
an initial state sg can be chosen such that this expression evaluates to true for some step
k. K-Induction, without the program’s initial state I(sg), is free to choose any value for
ap. If it chooses ag > 3, the loop is never entered, the exit condition a > 2 holds, but the
assertion a = 2 fails, leading to a spurious counterexample.

Even more importantly, K-Induction cannot correlate the values of a and b. The term
ap > 2 A by # 2 highlights this. In the inductive step, there is no constraint that forces
b to be 2 just because aj has reached 2. The solver can find a model where the first
loop has completed (aj > 2) but the second loop has not (b < 2), which again leads to a
spurious counterexample. For K-Induction to verify this program, it has to unroll all the
loops completely. If we have multiple nested loops, the number of required unrollings can
be on the order of (loop bound)®umber of 100ps) - Eor the example in Figure 3.5, this would
be 6% = 1296, which is a very large bound.

Now we will see how the invariants from the partial PredCart analysis can help K-Induction
solve this problem. Let’s suppose we let the CEGAR algorithm run for 3 iterations, which
generates the ARG shown in Figure 3.4c. From this graph, we can extract the following
location invariants:

Tinv = {(start, true), (11, (a < 2) V false V (b > 2)),
(I, (a<2ANb<2)V(a<?2),(l3falseV(a >2Ab>2)),
(final,a > 2 A b > 2), (error,a > 2Ab > 2)}

Simplifying these expressions, we get:

Tinv = {(start, true), (I1,a <2V b>2),(l3,a < 2),
(I3,a>2Ab>2),(final,a > 2Ab>2),(error,a > 2Ab>2)}

Now we can inject these invariants into the XCFA.
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[a/<2Vb>2]

@ > 2] /;;\\ [a>2Ab>2 R
\_/

Y

la=2Ab=2] [~(a=2Ab=2)]

[a>2Ab>2 [a>2Ab>2]

O
(&

b<2l;b:=b+1

Figure 3.7: An XCFA with explicit intermediate locations (p;) and injected invariant
guards (highlighted in red).

We begin by analyzing why this problem is now easily solvable using k-induction. To
facilitate a simpler analysis, we first simplify the exit loop condition.

For the path [y — p3 — l3 — pret — ret, the accumulated assumptions are:
(@a>2)AN(@a>2ANb>2)A(a=2Ab=2)
This expression can be simplified to:
a=2ANb=2
Conversely, for the path [y — p3 — I3 — perr — err, the accumulated assumptions are:
(@>2)AN(a>2Ab>2)A=(a=2ANb=2)
This can be simplified to:
(@>2ANb>2Na#2)V(a>2ANb>2ANb#2)

Figure 3.8 shows the simplified loop assumptions in the injected XCFA.

Now let’s analyze the guards on the path leading to the error location. The injected
invariant @ > 2 A b > 2 at location I3 is the key. It provides the global property that
K-Induction was missing. K-Induction no longer needs to derive the fact that when the
first loop terminates (i.e., a > 2), the second loop must also have terminated (b > 2). This
result is injected directly into the XCFA.
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[@>2Ab>2Aa=2Ab=2] [(@>2Ab>2Aa#2)V(a>2Ab>2Ab#2)]

Figure 3.8: The simplifed exit loop conditions for program 3.7.

This can be seen in the disjunct (a > 2Ab > 2Ab # 2). In the inductive step, K-Induction
can still infer from its hypothesis that a and b are incremented by one in their respective
loops. It can therefore deduce that upon exiting the loops, their values must be a = 2 and
b = 2. When this local knowledge is combined with the injected invariant, the condition
leading to the error state, which requires a = 2 and b # 2 (or vice versa), becomes a
clear contradiction. The step case query becomes unsatisfiable, proving the safety of the
program without requiring extensive loop unrolling.

3.5 Stopping Heuristics

Knowing when to stop an algorithm and transfer its partial results can significantly boost
the performance of a portfolio. However, this is a difficult problem, as it requires predicting
the future behavior of the algorithms.

In Example 3.4.1, we decided to run the algorithm for only two iterations, which was suf-
ficient. However, for the more complex example in Figure 3.5, which has four nested loops
with a larger loop bound of 6, running only two CEGAR iterations would be insufficient to
extract useful invariants. Therefore, it is crucial to develop methods for predicting when
an algorithm has run long enough to generate valuable partial results without wasting
excessive time.

Presently, the most common tactic is to let an algorithm run for a predefined amount of
time, essentially using a fixed timeout. Offline Al models have also been implemented to
predict if an algorithm will exceed its time limit. In this work, we propose a lightweight,
online algorithm to predict such a timeout specifically for predicate abstraction in CEGAR.

3.6 Using RLS Predictor to Predict Predicate Abstraction
CEGAR Timeout

During the CEGAR execution, there are many dynamic parameters we can work with.
Some of them include the size of the precision, the ARG size, the complexity of SMT
queries (i.e., the time it takes to resolve an SMT query), refinement parameters, iteration
time, and others.

First, let’s analyze the size of the precision, |II|. In predicate abstraction within CEGAR,
2" represents the number of possible states the program can be in with respect to the
given precision. The problem with looking only at the precision size is that many of these
states may be impossible to reach because the program never enters such configurations.
Only a fraction of them are truly traversable. The exact number of traversable states
cannot be known without exploring them, i.e., running the algorithm. Therefore, our
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heuristic will assume that the number of traversable states follows an exponential growth
pattern with each iteration, a growth that is slower than the growth of all possible states,
2l An exponential growth is a reasonable estimate because the number of nodes in a
path and the number of path in a program often expands exponentially .

Now, let’s analyze the Abstract Reachability Graph (ARG) size. If we were to unroll the
full ARG, we would explore all traversable states. However, CEGAR does not expand
the entire ARG; it only expands until the first error is found. The ARG size can give us
information on how easily error states are found. A common issue with the ARG is that
it can explode in size. This typically happens when all the easy to find error states have
been discovered, by which time the precision has grown very large. The ARG must then
prove safety with this large precision, which is the problem predicate abstraction faced in
example A.3. The ARG size can thus be used to detect state space explosions. However,
this has a limitation: there are cases where the state space explodes, but the SMT queries
are so simple that the large state space is traversed very quickly.

We could analyze more parameters, but their interactions become very complex. The novel
idea here is that all the aforementioned issues and parameters are implicitly contained and
combined within the iteration time.

e Because the number of traversable states grows exponentially, the iteration time also
shows an exponential tendency.

e It inherently includes the complexity of the SM'T queries.

¢ It resolves the issue with the ARG, where a state explosion could be offset by easily
traversable states, because of simple SMT queries.

o It contains information about the easiness of finding errors. The easier the error to
find the smaller the iteration time, because the expanded part of ARG is small.

e It includes the refinement time.

The intuition is that all these parameters are somehow combined and expressed in the
unit of time. Therefore, predicting a timeout based on the iteration time appears to be a
very good and simple heuristic.

As mentioned, because the traversable state space grows exponentially, the iteration time
also has an exponential tendency. Our proposed algorithm operates according to the
following steps:

A global upper bound timeout for the entire process is maintained.

e Upon the completion of each CEGAR iteration, a new data point is recorded, con-
sisting of the iteration number and its measured execution time.

e A one dimensional RLS predictor, which uses the linearization technique for expo-
nential relationships as described in Section 2.6.2, is updated with this new data
point to predict the time required for the subsequent iteration.

e This predicted time is compared against the time remaining until the global timeout.
If the prediction exceeds the available time, the algorithm is aborted; otherwise, the
process repeats.
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Figure 3.9: Step-by-step evolution of the RLS heuristic. The black dots represent pre-
vious iteration times, and the dashed blue curve is the fitted model. The
blue dot shows the prediction for the next step, while the red dot indicates
the actual value of the iteration time measured. The coordinates (z;,v;)
represent the data point for that step, which is fed to the RLS algorithm to

update the model online.
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Figure 3.10: Final state of the timeout prediction heuristic using RLS. After iteration
7, the model predicts the time for iteration 8 (blue dot) will surpass the
threshold. This allows for a preemptive abort, avoiding the actual timeout
that would have occurred (red dot).

Predicting State Space Explosion

The question is, how do we predict a state space explosion? Currently, our implementation
employs a simple method: if the actual time for a CEGAR iteration is significantly larger
than the predicted time, we assume a state space explosion has occurred.

A key limitation of the current implementation is that updates occur only at the end of each
iteration, meaning a state space explosion can be detected only after the costly iteration
has finished. To combat this issue, we constantly check if the current iteration time is
significantly larger than the predicted time for this iteration. This is done by performing
the state explosion check every time the ARG expands a node. This continuous check
approach enables more accurate detection during the iteration, potentially preventing a
timeout.
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Figure 3.11: Illustration of the continuous state space explosion check. The RLS model
predicts value x5 (blue dot). A threshold is set at 2 x x5 (blue line). During
Iteration 5, execution is checked continuously (light red dots). Once the
execution time exceeds the threshold, a state space explosion is detected.
The red dot at the top (ys5) represents the hypothetical large execution time
that was avoided by aborting early.

However, this solution still has an issue. When the prediction gets close to the timeout
limit, there is not much distance between the prediction and the actual timeout. As a
result, there is insufficient time to check for an explosion because the algorithm times out
before the actual time becomes significantly larger than the predicted value. Figure 3.12
shows this problem by checking if the actual value is two times larger than predicted (that
is, a multiplier of 2), which leads to a timeout because of the state space explosion.
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Figure 3.12: Illustration of the limitation of the continuous check heuristic at Iteration
6. The RLS model predicts 2 (blue dot). Consequently, the explosion
threshold 2 x xg (blue line) is significantly higher than the timeout limit.
The continuous checks (red dots) hit the timeout wall before they can
reach the threshold, resulting in a standard timeout rather than a state
space explosion detection.

Another issue is the need to adjust the multiplier. A large multiplier makes the algorithm
more cautious, preventing it from timing out unnecessarily. In contrast, a small multiplier
makes it more eager to predict a timeout. As observed in the evaluation phase, a high
multiplier results in high precision but low recall, whereas a smaller multiplier leads to
lower precision but higher recall.
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Chapter 4

Implementation Detalils

Both the partial result transfer and the iteration time heuristic were implemented in the
CEGAR algorithm of the THETA framework.

4.1 Implementing Partial Result Extraction

First, we must discuss algorithm 2 for extracting location invariants from the ARG.
The algorithm traverses the nodes of the ARG and combines by OR-ing the abstract
states at each location, effectively creating a map of the invariants for every location.

Algorithm 2: Extract Location Invariants from ARG

input: ARG(D.(Se, T, Lz, Cr,expr), 11, T)

output: 7: L — I, // Invariant map
1 Z:=Map(L, L,)
2 foreach n € ARG.N do
3 (I,8) :=n // Node m consist of location [ and state s
4 L Z[l) :=Z[l] V expr(s)

5 return 7

Algorithm 3 is the implementation of the CEGAR algorithm in THETA. Its two main
phases, Abstraction and Refinement, can be clearly identified. CEX is nothing more than
the counterezample, i.e., the path to the error state in the expanded ARG. One more
point to mention is the Cex Monitor. This is another capability of THETA that checks the
parameters of the CEGAR algorithm to deduce if it is going to enter an periodic infinite
CEGAR loop.

37



Algorithm 3: CEGAR algorithm in THETA
input: ARG(D,(Sg, T, Lr,Cr,expry), II, T), I, P, Timeout
output: (Safe | Unsafe | Unknown, Witness)

1

2 ST := StopeWatch(max=Timeout)

3 START(ST)

4 ARG := (N := (lp, T),E:=0,C :=10)

5 Il := HO

6

7 try:

8 while true do

9 (RESabs; ARGexpanded) := ABSTRACTION(ARG, II)
10 if RES.s = Safe then

11 L return (Safe, EXTRACTINV(ARGexpanded))

12

13 REScexMon := CEXMONITOR(ARGexpanded)

14 if RES¢esmon = InfinitLoop then

15 L return (Unknown, )

16

17 (RESret;, ARGpruned; Hnew) := REFINEMENT(ARGexpanded; 11)
18 if RES,.r= Unsafe then

19 L return (Unsafe, EXTRACTCEX(ARGexpanded)
20

21 (ARG, II) := (ARGpruned, Hnew)

22 catch OutOfTime:
23 L return (Unknown, )

The CEGAR algorithm is an iterative process that runs until one of the following condi-
tions is met:

1. The abstraction phase does not find any error state after completely expanding the
ARG. In other words, the abstraction has been fully unrolled without discovering
an abstract path to an error. In this case, the program is considered safe.

2. The Cex Monitor detects that the CEGAR algorithm has entered an infinite loop.
In this scenario, a definitive answer cannot be provided, so the result is Unknown.

3. The refinement phase proves that the abstract path to an error is a concrete error
path. In this case, a feasible path leading to an error has been found, so the program
is unsafe.

4. The algorithm runs out of its allocated time. In that case, an OutOfTime exception
is caught, and the result is Unknown.

Algorithm 4 is the extension of the CEGAR algorithm designed to perform partial result
extraction. Every time the algorithm returns Unknown, it has already explored a portion
of the state space, and it is beneficial to extract this information. All of this information is
contained within the ARG. To obtain an overapprozimation of the states at each location,
we must completely unroll the ARG, meaning we must find every state reachable with
the given precision. Otherwise, the result could be an underapprozximation of the actual
invariants.
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Algorithm 4: CEGAR algorithm with Extraction
input: ARG(D.(Sg, T, Lr,Cr,expr),II, T), I, P, Timeout
output: (Safe | Unsafe | Partial, Witness)

1

2 ST := StopeWatch(max=Timeout)

3 START(ST)

4 ARG := (N :=(lp, T),E:=0,C :=0)

5 II := H()

6

7 try:

8 while true do

9 (RESabs, ARGexpanded) := ABSTRACTION(ARG, II)
10 if RES.;s = Safe then

11 L return (Safe, EXTRACTINV(ARGexpanded))
12

13 REScexMon := CEXMONITOR(ARGexpanded)

14 if RES¢ezrvion = InfinitLoop then

15 ARGunrolled :UNROLL(ARGexpanded)

16 return (Partial, EXTRACTINV(ARGunrolled))
17

18 (RES;et;, ARGpruned; Hnew) := REFINEMENT(ARGexpanded; 1)
19 if RES,.r= Unsafe then

20 L return (Unsafe, EXTRACTCEX(ARGexpanded)
21

22 | (ARGv H) = (ARGpruned7 Hnew)
23 catch OutOfTime:

24 ARGunrolled :UNROLL(ARGexpanded)

25 return (Partial, EXTRACTINV(ARGunrolled))

4.2 Implementing Partial Result Injection

To understand partial result injection, we must first understand how THETA performs
model checking. As shown in Figure 4.1, the process begins by parsing the C program into
an XCFA, after which XCFA passes are applied. These passes take the XCFA and modify
its content and structure. The purpose of the XCFA passes is to optimize and clean up the
model, for example, by removing empty edges and nodes. Passes are applied sequentially
in a pipeline fashion. We apply our custom pass, named ApplyLocationInvariantsPass,
which injects the invariants into the XCFA before the start of the second sequential algo-
rithm in the portfolio.
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Figure 4.1: A diagram illustrating the usage of XCFA passes inside sequential portfolios.
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Algorithm 5 shows how the injection is performed in the ApplyLocationlnvariantsPass.
The pass takes the XCFA and the invariants Z as input. For each location [ in the invariant
map, it creates a partial node and its associated guard edges. Then, it redirects all incoming
edges of location [ to point to this new partial node. This ensures that the guard edges,
which contain the invariants as assumptions, are always traversed when transitioning to
location .

Algorithm 5: Apply Location Invariants to XCFA
input: XCFA, 7
output: XCFAjjected

1
2 (V, L, ly, E) := XCFA;
3
4 foreach [ € L do
5 if Z[l] = 0 then
6 L continue
7
// Add a new partial node
lpartial := Location()
L.add(lpartial)
10
Assume(Z[l])
// Add guard edge: Ipartial l
11 €guard ‘= (Ipartial, [, Assume(Z[l]))
12 E.add(egnard)
13
// Redirect incoming edges to lney
14 foreach e;, € l.incomingFEdges do
15 L ein-target := lpartial

16 return XCFA

4.3 Implementing Iteration Time Heuristic

The next feature to implement in CEGAR is the iteration time heuristic. To do this, we
must first implement the RLS Predictor. As explained in the background section 2.6, the
one-dimensional RLS predictor, RLS(w, P, A), is composed of:

e The parameter, which is a single weight w.
e The covariance term P.

e The forgetting factor \.

Two functions are needed for this prediction model: PREDICT and UPDATE. Algorithm 6
shows the implementation of these functions.
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Algorithm 6: RLS Filter Update and Prediction
1 Function PREDICT(RLS(w, P, \), y:)

2 Ti41 = WYt

3 return ;4

4 end

5

6 Function UPDATE(RLS(w, P, \), (z¢,yt))
7 €t ‘=Yt — W17y

8 P, = )\_jjt%llzf

9 ki := Pt:nt?

10 wy = w1 + keey
11 end

By using composition, wrapping, and applying a linearization of the exponential function,
we will create the Ezponential RLS Predictor from the standard RLS Predictor.

Algorithm 7: RLS,,, Filter Update and Prediction

Function PREDICT(RLSezp(RLS(w, P, X)), yt)
‘ return exp(PREDICT(RLS, Iny;))
end

Function UPDATE(RLS.,(RLS(w, P, N\)), (w4, 1))
| UPDATE(RLS, (Inzy, Iny;)))
end

i = TV L B VLR SR

The one-dimensional Exponential RLS Predictor will be used inside the CEGAR algorithm
to predict the iteration time heuristic. The implementation of this heuristic is shown in
Algorithm 8.

As can be seen, we initialize the RLS Predictor with its default parameters. For the
Covariance Term, a high initial value is needed because, in the beginning, we want the
model to converge faster. For the forgetting factor, we set it to a moderate value so
the exponential is more flexible. The initial values for w and yy were chosen based on
experience. In each iteration, we update the model with a new data point (z,y), where x
is the value predicted by the RLS Predictor and y is the actual measured value. At the
end of each iteration, we update the model and check if the next predicted iteration time
will exceed the timeout. If so, we stop the algorithm and extract the partial results.

We also provide a heuristic method to predict a state space explosion. This is done by
continuously checking, each time the ARG is expanded, if the current iteration time is
significantly larger than the predicted value. This is implemented using a multiplier that
defines the maximum allowed ratio between the actual iteration time and its predicted
value.

One of the problems that becomes evident here is deciding whether to unroll the current
ARG completely or to abandon the current precision and revert to the previously unrolled
ARG with a lower precision. This choice is especially important when dealing with a
state space explosion, as the current ARG may become extremely large. The current
implementation shown does not revert to a smaller precision.
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Algorithm 8: CEGAR algorithm with Iteration Time Heuristic

input: ARG(D.(Sg, T, Lr,Cr,expr),II, T), I, P, Timeout
output: (Safe | Unsafe | Partial, Witness)

1

2 ST := StopeWatch(max=Timeout)

3 START(ST)

4 ARG := (N :=(lp, T),E:=0,C :=0)

5 II := H()

6 RLScyp := (w=1.7,Pc, = 1000, A = 0.96)

7 %441 := PREDICT(yo = 200)

8 CHECKEXPLOSION := GETCURRENTTIME(ST) > x44; - multiplier
9

10 try:

11 while true do

12 (RESabs; ARGexpanded) := ABSTRACTION(ARG, II, CHECKEXPLOSION )
13 if RES.;s = Safe then

14 L return (Safe, EXTRACTINV(ARGexpanded))
15 else if RES.,s = StateSpaceFEzplosion then
16 ARGunrolled :UNROLL(ARGexpanded)

17 return (Partial, EXTRACTINV(ARGunrolled))
18

19 REScexMon := CEXMONITOR(ARGexpanded)

20 if REScezvion = InfinitLoop then

21 ARGunrolled :UNROLL(ARGeXpanded)

22 return (Partial, EXTRACTINV(ARGunrolled))
23

24 (RES;et;, ARGpruned; Hnew) := REFINEMENT(ARGexpanded; 11)
25 if RES,.r= Unsafe then

26 L return (Unsafe, EXTRACTCEX(ARGexpanded)
27

28 yt+1 = GETCURRENTTIME(ST)

29 UPDATE(RLScsp, (Zt41,Yt+1))

30 Zt+1 = PREDICT(Y¢41)

31 if x4 > Timeout then

32 A]~:{G'unrolled :UNROLL(ARGexpanded>

33 return (Partial, EXTRACTINV(ARGunrolled))
34

35 L (ARGa H) = (ARGpruned7 Hnew)

36 catch OutOfTime:

37 ARGunrolled :UNROLL(ARGexpanded)

38 | return (Partial, EXTRACTINV(ARGunrolled))
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Chapter 5

Evaluation

In this chapter, we will outline the design of the evaluation to test our newly proposed
algorithms. We will then formulate our research questions and analyze the results in
accordance with these questions. Finally, we will provide an overall discussion and address
any threats to the validity of our findings.

5.1 Evaluation Design

To perform our evaluation, we will construct sequential portfolios of the following types:

1. KInd(900
2. PredCart(900)

any

3. PredCart(100) —> KlInd()

5. PredCart(100, pRes, Heu) 2, KInd()

)
(
(

4. PredCart(100, pRes) oy, KlInd()
(

6. PredCart(900, pRes) 2w, KlInd()
(

7. PredCart(900, pRes, Heu) =% KInd()

Where pRes is shorthand for partial results and Heu is shorthand for heuristic. As an
example, the last portfolio is configured to run predicate abstraction for 900 seconds,
passing the partial results while also utilizing the heuristic. If any error occurs, Kind
is used as a fallback. For the timeout prediction heuristic, we will use the portfolios
PredCart (900, pRes) — KInd() and PredCart(900, pRes, Heu) — KInd().

The heuristic’s performance can be described using four categories: True Positives (TP)
occur when it correctly predicts a timeout that indeed happens, while True Negatives (TN)
indicate correctly predicting that no timeout occurs. In contrast, False Positives (FP)
represent cases where a timeout is predicted but does not occur, and False Negatives (FN)
capture situations where the heuristic fails to predict a timeout that actually happens.

Using these definitions, we will compute the following standard metrics:

TP+TN
TP+TN+ FN + FP

Accuracy =
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TP

precision — TP

recision TP+FP
TP

Recall = ———

T TPYFN
TN

Specificity = ———

Py = N T FP

2 x Precision x Recall

F1S =
core Precision + Recall

Accuracy indicates the percentage of correct predictions made by our heuristic. However,
this metric can be misleading if the number of actual timeouts is low, as is the case for
our test suite.

Precision answers the question: when our heuristic predicts a timeout, how often is it
correct? This helps gauge the reliability of our heuristic.

Recall addresses: of all the runs that were actually going to time out, what fraction
did we successfully catch? This is useful for determining if our algorithm is effective at
predicting timeouts when they occur.

Specificity tells us: of all the runs that were not going to time out, how many did our
heuristic correctly identify as safe to continue?

Arguably, we are most concerned with how well our algorithm performs at predicting
timeouts. Therefore, precision and recall are particularly important, as we want to catch
as many timeouts as possible without being overly imprecise. To balance these two aspects,
we use the F'1 score as a single, combined metric.

5.1.1 Research Questions

Our evaluation aims to answer the following questions:

« RQ1 (Effectiveness of the Partial Result Transfer Algorithm): How many
new programs, which could not be solved by either standalone algorithm, can our
proposed partial result transfer algorithm solve?

« RQ2 (Effectiveness of the Iteration Time Heuristic): How effective is our
proposed iteration time heuristic at predicting timeouts?

Benchmark Set

For our benchmark set, we utilize SV-Benchmarks®, which contains a large number of C
programs, in the version used by SV-COMP’25. From the reachability safety category, we
selected the ControlFlow, ECA, and Loops subcategories, resulting in a total of 2774 test
cases.

Benchmark Environment

To ensure the reliability of our evaluation, we employed BENCHEXEC, a reliable benchmark-
ing framework, for our experiments. The experiments were conducted on virtual machines
orchestrated by BENCHCLOUD. For the verification process, we adhered to the constraints

https://gitlab.com/sosy-lab/benchmarking/sv-benchmarks
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of the SV-COMP (International Competition on Software Verification), imposing a time
limit of 900 seconds, a memory limit of 15 GB, and restricting each run to 2 CPU cores.

Tool Support

The aforementioned algorithms and portfolios are implemented in THETAZ. Within this
framework, we implemented the partial result extraction from the Abstract Reachability
Graph (ARG) in the CEGAR loop. The injection of partial results was implemented in
the XCFA module of THETA. We also implemented in theta a one dimensional Recursive
Least Squares (RLS) predictor with linearization for exponential properties, which is used
to realize our iteration time heuristic algorithm. I store the results in github?.

5.2 Analysis of Results

CPU Time Quantile Plot
10°

Configurations
—— PredCart(900, pRes, Heu) -> KInd()
PredCart(900, pRes) -> Kind()
PredCart(100, pRes, Heu) -> Kind()
PredCart(100, pRes) -> Kind()
PredCart(900)
KInd(900)

it

10%

CPU Time (s) [log scale]

0 100 200 300 400 500 600
Number of Solved Tasks

Figure 5.1: CPU time quantile plot comparing configurations of the proposed algorithms
(PredCart and KInd) with and without partial result transfer and iteration
time heuristic.

5.2.1 RQ1: Effectiveness of the Partial Result Transfer Algorithm

The graph in Figure 5.1 provides significant insights into our algorithm’s perfor-
mance. Let’s first analyze the portfolios without the heuristic. =~ The portfolio
PredCart(100, pRes) = KInd() performs worse than the standalone PredCart(900) re-
garding the total number of test cases solved. On the other hand, it is faster for the test
cases it does solve. This is mainly because K-Induction solves significantly fewer tasks

*nttps://github.com/KlevisImeri/theta/tree/feature/partial-results
*https://github.com/KlevisImeri/thetaresults
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than Predicate Abstraction with Cartesian Abstraction (PredCart). Consequently, allo-

cating more time to PredCart, as in the PredCart(900, pRes) — KInd() portfolio, allows
it to solve more tasks.

To answer our research question, we must evaluate how effective the partial results truly
were. There are 2118 test cases where both PredCart(900) and KInd(900) fail. Out of these
difficult instances, the PredCart(100, pRes) 2, KInd() portfolio solves 13. Furthermore,
when comparing the portfolio versions with and without partial results, we see that out
of the 1337 cases where PredCart(100) = KInd() timed out, the version with partial
results, PredCart(100, pRes) ~— KInd(), was able to solve 20 of them.

These may not seem like large numbers, but the test cases where both PredCart and K-
Induction fail are inherently hard problems. Additionally, combining different algorithms
can introduce other implementation challenges.

On the other hand, the portfolio PredCart(900, pRes) <= KInd() solves no new test
cases. This is because partial results are only extracted when a timeout occurs. In this
configuration, the timeout for the first stage happens only when the entire portfolio’s time
limit is reached, leaving no time for the second stage to run.

As seen in the graph, the overall performance difference between the portfolios with and
without partial results is small, and the effects on the overall performance are negligible.
However, the key advantage is the ability to solve test cases that were not solvable before
in a reasonable amount of time. In conclusion, while our partial result transfer algorithm
is not highly effective across the board, it successfully solves certain test cases that were
previously unsolvable.

5.2.2 RQ2: Effectiveness of the Iteration Time Heuristic

To analyze the effectiveness of the iteration time heuristic, we will evaluate its performance
metrics. We compare the actual timeouts observed in PredCart(900) with the predicted
timeouts from the portfolio PredCart(900, pRes, Heu) —2» KInd(). This heuristic requires
setting several initialization parameters, for which we used the following values: w = 1.7,
Py = 1000, and A = 0.96. The value w = 1.7 was chosen based on the intuition of how
much the number of traversable states would increase, although in reality, we observed
this factor to be closer to the 1.0 to 1.1 range. For the forgetting factor, A, we chose a
middle ground value to allow the algorithm to be more flexible when the behavior of the
CEGAR loop changes abruptly. We set a high initial covariance of Py = 1000 because we
have no prior information about the algorithm’s behavior at the beginning and we want
the algorithm to learn fast.

Table 5.1: Without SSE Checking Table 5.2: With SSE Check & Mult 3
Metric Value Metric Value
TP 290 TP 374
TN 575 TN 515
FP 26 FP 87
FN 146 FN 60
Accuracy | 0.8341 Accuracy | 0.8581
Precision | 0.9177 Precision | 0.8113
Recall 0.6651 Recall 0.8618
Specificity | 0.9567 Specificity | 0.8555
F1 Score 0.7713 F1 Score 0.8358
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We also run the sequence PredCart(900, pRes, textHeu) 2, KInd() with the state space
explosion (SSE) check enabled and a multiplier of 3. After extracting the results, we
found that 1737 cases failed for reasons other than a timeout. We, therefore, computed
the metrics based on the remaining 1037 relevant cases.

From results shown on the tables, we observe that our plain algorithm without SSE checks
achieves very high precision and specificity. This indicates that when the heuristic predicts
a timeout, it is correct in most cases, and it is also very effective at identifying runs that
will not time out.

On the other hand, the recall is somewhat lower. As mentioned in Subsection 3.6, this is
mainly because we do not implement continuous SSE checks, instead, updates occur only
at the end of each iteration. Consequently, when a sudden state space explosion occurs,
our heuristic can only predict a timeout after the costly iteration has already completed.

With continuous SSE checks turned on, we observe a much higher recall of 0.8618 compared
to 0.6651. It is evident that we lose some precision by aborting early due to a small
multiplier, as shown in 3.13. However, the gain in recall significantly outweighs this loss
in precision, resulting in a higher F1 score of 0.8358 compared to 0.7713.

It is worth noting that running the iteration time algorithm without SSE checks is equiva-
lent to running it with an impractically large multiplier, which ensures that the explosion
threshold is always above the timeout limit. Therefore, by considering the first measure-
ment (without SSE checks) as equivalent to using SSE checks with a very high multiplier,
we can observe the trade-off:

‘A smaller multiplier leads to lower precision but higher recall.

5.3 Discussion of results

As seen from the evaluation, the algorithms we proposed show positive results. While the
partial result transfer algorithm does not perform exceptionally well overall, it still solves
13 cases that were previously unsolvable. It is important to mention that implementation
complexities can accumulate when algorithms are combined, making even a small number
of newly solved cases a significant result.

On the other hand, the timeout prediction algorithm performs flawlessly, achieving very
high precision and specificity. Although the recall is somewhat lower, this is improved by
the continuous checks for state space explosions.

One hurdle in obtaining these results is the necessity of running many types of portfolios,
which becomes computationally expensive, especially if mistakes are made in the setup.
Another challenge is the presence of errors within THETA in certain scenarios. For example,
as seen in Figure 5.1, the portfolios with timeout prediction do not perform better than
those without it. The reason for this is not that the timeout prediction itself is flawed, but
rather that there are no instances in our benchmark set where PredCart times out on a
program that K-Induction can subsequently solve. This implies there was no opportunity
for our heuristic to create a positive impact on the overall portfolio performance in these
specific tests.

Overall, while considerable improvements have been made, there is still significant room
for improvement, particularly concerning the methods for passing partial results between
algorithms, the usage of different algorithms, and the exploration of different kinds of
partial results.
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5.3.1 Threats to Validity

External Validity The generalizability of our conclusions is limited by the scope of
the benchmarks evaluated. As the selected set of tasks was not exhaustive, the observed
performance metrics may not be representative of the tools’ behavior across all possible
scenarios.

Internal Validity We established a robust and consistent measurement environment
through the BenchExec framework, which leverages advanced Linux kernel features for
reliable execution. Despite this, potential threats to precision remain. Uncontrolled en-
vironmental factors, such as temperature, and inherent nondeterminism in tool execution
can lead to minor variations in CPU time. Furthermore, the risk of software bugs is
amplified when algorithms are designed to cooperate.

49






Chapter 6

Related Work

Developing new model checking algorithms in formal verification is a very challenging task.
Therefore, researchers often try to combine existing algorithms to exploit their individual
advantages. This implies that the idea of combining algorithms and passing partial results
between them has been extensively studied [3, 8, 12, 11]. The general approach for passing
results is to use invariants, which can be combined to form a witness [2, 14, 12]. New
witness formats are continually being refined within the community, and different methods
for passing them within algorithms and between different verifiers are being explored.

Besides accepted witness formats, other forms have been proposed to pass partial results.
For instance, CPAchecker [5] uses a so called assumption automaton [11] which, together
with its framework of product CPAs, can be used to pass the already explored search space
to a subsequent algorithm. This technique is known as Conditional Model Checking [11].
Both Conditional Model Checking with assumption automata and the exchange of wit-
nesses have their own pros and cons. To address these issues, the General Intermediate
Automaton was proposed [23].

Many verifiers do not natively support the injection of partial results, so Reducers [13,
15] have been proposed to overcome this limitation. Reducers inject the assumptions
(invariants) directly into the source code, such that the subsequent verification tool does
not need to traverse paths that have already been explored. Another cooperative method
is dynamic program splitting [27], where a verifier, upon encountering a difficult problem,
splits the task into subtasks and initiates verification on them in parallel or sequentially.
Regarding the injection of invariants, work has also been done on integrating them into
Interpolation Based Model Checking [17].

A significant amount of work has been done in the area of verifier cooperation, but these
methods are often complex and difficult to implement. Sometimes, very general approaches
are not necessary, and the goal is simply to pass invariants between different algorithms
within a single verifier. The solution proposed in this work offers a simple yet effective
way to achieve this.

To effectively pass partial results, it is crucial to determine how long an algorithm should
run so that useful partial results can be extracted. This is a field with limited research.
One study employed an offline AT model [28] to predict if the current algorithm will time
out, and the model performed quite well. However, designing, training, and running
such a model (including loading it into memory and the inference time) during execution
is resource intensive. To combat this, we propose an online model that uses an RLS
predictor [24] with linearization for the exponential relationships observed.
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Chapter 7

Conclusion

7.1 Summary

In this work, we explored two main contributions to enhance sequential algorithm portfo-
lios in software verification. First, we proposed a simple yet effective method for transfer-
ring partial results by extracting location invariants from an incomplete CEGAR run and
injecting them as assumptions into the XCFA for a subsequent algorithm. Our evaluation
demonstrated that while this technique did not yield a broad performance increase across
all benchmarks, it was capable of solving a number of challenging verification tasks that
were unsolvable by the standalone algorithms.

Secondly, we introduced a novel online heuristic, based on a one dimensional Recursive
Least Squares predictor, to forecast timeouts in CEGAR. The heuristic achieved high
precision and specificity, proving reliable in its predictions. However, its recall indicated
room for improvement, which was addressed by introducing continuous SSE checks. This
limitation was primarily because the heuristic was updated only at the end of each CE-
GAR iteration. Overall, our proposed heuristic with SSE checks reached an F1 score of
approximately 84%.

7.2 Future Work

Building on the foundation of this research, several promising directions for future work
have been identified:

¢ Rollback As mentioned at the end of Chapter 4, one of the options after predicting
a timeout is to either unroll the current ARG with the current precision or to rollback
(i.e revert) to the previous ARG and continue to unroll with the previous precision.
This can be particularly beneficial in cases of state space explosions.

o Extensive Evaluation: A more comprehensive evaluation on a wider range of
benchmarks is necessary to better assess the generalizability of our findings and the
robustness of the proposed techniques.

« Enhanced Heuristics: The timeout prediction heuristic could be significantly im-
proved. This includes extending the one dimensional RLS predictor to a multi-
dimensional model that incorporates more features, such as the complexity of the
invariants being generated, to make more informed predictions.
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Invariant Filtering: Currently, all derived invariants are transferred. A crucial
area for future research is the development of filtering mechanisms to select only
the most beneficial invariants, such as loop invariants, to pass to the subsequent
algorithm. This would reduce noise and focus the next stage’s analysis.

Targeted Cooperation: Instead of a global extraction, a more targeted approach
could be developed. This would involve identifying regions of the code where the first
algorithm excels, extracting invariants specifically from those regions, and passing
them to a second algorithm known to struggle with those particular code structures.

Deeper Algorithm Integration: Our current method injects invariants at the
XCFA level. A more powerful technique would be to inject these invariants directly
into the internal workings of the subsequent algorithm, for example, by providing
them as initial lemmas to K-Induction.

Inter-Tool Cooperation: To broaden the applicability of our work, we plan to
support standard exchange formats like Witness 2.0. This would enable passing par-
tial results not just between algorithms within THETA, but also to entirely different
verification frameworks, leveraging the strengths of the wider verification ecosystem.
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Appendix

A.1 Using the Sherman Morrison Formula to Calculate P(t)

To derive the recursive update rule for the covariance P(t), we start from its definition in
relation to P(t — 1):

P = (-1 ) = (Pt 1) o7)

This expression has the form (A+uvT)_1, which allows us to apply the Sherman Morrison
formula.

The Sherman Morrison formula states:

A lupT A1
A -1 _ A—l _

(A+uw?) 1+ 0vTA 1y

For our specific, scalar case, we identify the terms as:

« A= )\P(t — 1)_1

[ ) u:gjt
[ ) ’UT:[L‘t

First, we find the inverse of A:

_ g 1 o 1
At =Pt -1)hH %:Xu%p—nl)lzxpa—1)

Now, we substitute these components into the Sherman Morrison formula to derive the
update rule for P(t).

_I'U/LLT —1
Py = A7 - S
1 (3 P(t = D)z (5 P(t — 1))
==y 1+ a(LP @jn)
1 2 P(t —1)%x;
=3 Pt=D-1 +ipt- 1)xt

Multiply the numerator and denominator of the fraction by A:

FP(t— 1)

1
= —Pt—1)— A~
ZPu-1 A+ P(t—1)a?
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Combine terms using a common denominator A(A + P(t — 1)x?):

P(t—1)(A+ P(t —1)a?) — P(t — 1)%2?
A+ P(t —1)a2)
AP(t—1)+ P(t —1)%2? — P(t — 1)%a?
AA+ P(t —1)x?)
APt -1)
T MM+ P(t — Dad)

This gives the final recursive update formula for P(t):

P(t—1)

P =7 P(t—1)a?

A.2 Example Where Predicate Abstraction Verifies the
Program and K-Induction Does Not

Figure A.2.1 presents an example program that is easily verified by CEGAR with predicate
abstraction, but proves difficult for k-induction.

int main() {
int n=nondet uchar(), sn=0, i=1;
while (i<=n) {
sn = sn + 2;
i++;
}
assert(sn==n*2 || sn == 0);

}

n := nondet
sn =0
1:=1

i >nA(sn=2nVsn=0)) ¢ >nA-(sn=2nVsn=0)]

Figure A.2.1: A program and its CFA which CEGAR predicate abstraction can solve
easily, while it is hard for (k)-induction.

In this program, if the input n is positive, the loop calculates the sum by adding 2 exactly
n times, resulting in sn = 2n. If n is not positive, sn remains 0. To prove the assertion
correct, a verifier must discover the loop invariant sn = 2(i — 1) and recognize that upon
loop exit, i = n + 1. Combining these facts confirms the post condition sn = 2n.

For CEGAR with predicate abstraction, this task is straightforward. The refinement step
would quickly discover the necessary predicates, such as sn = 2(i—1), to form the required
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precision. The abstraction mechanism is well suited for identifying and eliminating the
infeasible paths corresponding to spurious counterexamples.

Conversely, this problem is challenging for k-induction. The structure of the program is
similar to the one shown in Figure 2.6. Consequently, the structure of the inductive step
query is also very similar, with the primary difference being the assumption on the loop’s
transition condition. As with the previous example, the local nature of the inductive step
prevents it from using the initial conditions of the variables to prove the property.

W = (locy # lerr) AT (51,82) A=+ AT (81, k) A (lock # Lerr)
P(s1) P(sk)
S1 Sk

locy, = Eloop ANk <ng Alocgyy = gloop Asngyr =g +2 N1 =1+ 1
A |V lock = boop N ik > ng A (sny = 20, V sny, = 0) Alocggq := Cret

V locy = bioop N i > g A sy, = 2ny V sng, = 0) Alocky = Lerr

T(Sk>Sk+1)

A (locky1 = lorr)
—_———

P(sgt1)

The condition for reaching the error state would be ixi1 > n A sng1 # 2n A sng4q # 0,
where k is the bound on the unrolled path length.

When examining the inductive step query for a given bound k (e.g., &k < 255, the maximum
value of an unsigned char), the SMT solver can easily find a model that satisfies the loop
exit condition, i > n. This is readily achieved because, in the inductive step, the state at
the beginning of the path is not constrained by the program’s initial state. The solver is
free to choose, for instance, a starting state for the sequence where iy =1 and n =k — 1.

The second part of the condition is sngy1 # 2n. By unrolling the loop k times, the SMT
solver can establish the relation sng4+1 = sng +2 = --- = snj + 2k, where sn; is the value
of sn at the beginning of the k-step sequence. However, sny is treated as a free variable in
the inductive step query. This is a fundamental aspect of k-induction, which is designed
to prove that a property is an invariant for all paths of length k, regardless of the initial
state. Since the program’s initial state (where sn is initialized to 0) is not part of the
query, the transition relation alone does not guarantee the required invariant sn = 2n.
The solver can therefore find a counterexample, causing the inductive step to fail.

A.3 Example Where K-Induction Verifies the Program and
Predicate Abstraction Does Not

It is possible that CEGAR predicate abstraction fails while k-induction succeeds in veri-
fying a program. We proceed to show such an example.

The program above emulates acquiring and releasing many locks in parallel. It first enters
a phase where it conditionally acquires the locks and then a second phase where it releases
them. The nondeterministic value p; determines whether the lock [k; is acquired. Predicate
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abstraction will find abstract counterexamples to the error assertions. Along these paths,
it will traverse the branches where a lock is taken (e.g., p; # 0 and lk; is set to 1).
Since these are not real errors, the refiner will identify the counterexamples as spurious.
Consequently, the precision will be updated to include predicates such as p; = 0 and
lk; = 1. After the analysis has found all such spurious counterexamples, the precision set
might look like this:

M={lky=1,m =0,lke =1,p2=0,...,lk, =1,p, =0}

With this refined precision, the abstraction must explore the state space to prove safety.
This becomes a problem for predicate abstraction because each p; is nondeterministic.
The analysis must consider all combinations of the predicates for each lock. This implies
checking 2" permutations for n locks, resulting in an exponential complexity and a state
space explosion.

On the other hand, K-Induction excels at verifying this program. This is because all locks
are independent of one another. As a result, the clauses generated in the SMT induction
step query are also independent, a structure that is easily exploited by modern SMT
solvers. Below, the SMT induction step query is shown, with an emphasis on the state
within a release node of a lock.

W = (locy # lere) AT (51,82) A=+« AT (sg—1, k) N (lock # Lerr)
P(s1) P(s1)
s1 Sk

\4 (IOCk = Erel,j A Pik = OA 1OCk+1 = grel,j-l—l)
\Y (IOCk = grel,j A Djk Z#0A lk?j’k =1Alocgyy := grel,j+1)

V (IOCk = Erel,j A Djk Z0A lkj,k # 1 Alocgyq := gerr)

evaluates to false

T(5k75k+1)

A (IOCkJrl = gerr)
—_—

P(sk+1)

The SMT solver will be unable to find a satisfying assignment for the query. This is
because for any arbitrary path of length k, the program’s logic encoded in the transition
relations implies that if execution reaches the release point for lock j where p; # 0, then
the state must be such that lk; = 1. This directly contradicts the condition required
to trigger the error, namely lk; # 1. Consequently, the part of the formula modeling a
transition to an error state becomes unsatisfiable.
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int main() {
int pl=nondet_int(), 1lkl; ...; int pn=nondet_int(), 1lkn;
while(1) {
// reset locks
1k1=0; ...; 1kn=0;
// lock phase
if (p1!=0) {1k1=1;} ...; if (pn!=0) {lkn=1;}
// unlock phase
if (p1!=0) {if(1k1!'=1) ERROR; 1k1=0;}

if (pn!=0) {if(1kn!=1) ERROR; 1kn=0;3}

b
}
p1..pn = nondet
lk1..lkn =0
[p1 # 0];1k1:=1
[pn = 0]V

[p1 = 0]V

(I # 0 Al = 1]; lhn 1= 0) [p1 # 0 ALk = 1];1k; := 0)

Figure A.3.1: A detailed CFA for the locking protocol with explicit branching and a
single error state.
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A.4 Declaration on the Use of Generative Artificial Intelli-
gence

[0 I have not used any generative Al tools.

X I have used generative AI tools. I have verified the content generated by Al,
ensured the accuracy of the outputs, and properly indicated each instance of use in the
table below.

Usage type Name of Affected Sections Estimate
Generative Al (chapter, page Proportion of Use
Tool(s) number, reference) (per usage type)
Literature Review Gemini \ - \ 10%
Brief Summary What are the most influential papers on BMC topic?
of the Prompt What are the papers where RLS Predictor is explained?

Program Code Generation - ‘ - ‘ N

Brief Summary -
of the Prompt

Generating New Ideas - - N
or Solution Proposals

Brief Summary -
of the Prompt

Creating an Outline - - N
(text structure,
bullet points)

Brief Summary -
of the Prompt

Creating Text Blocks - - N

Brief Summary -
of the Prompt

Generating Images for - - N
Illustrative Purposes

Brief Summary -
of the Prompt

Data Visualization, - - -
Generating Charts
Based on Data Points

Brief Summary -
of the Prompt

Preparing a Presentation - ‘ - [ _

Brief Summary -
of the Prompt

Other (please specity) - ‘ - [ -

Brief Summary -
of the Prompt

Aggregated Percentage Value (for the core part of the task): \ 1%

Brief Textual Justification of the Aggregated Value:

AT was used only as a search engine to find more papers that could be correlated to the task.
The same search could have been done in a standard search engine, but nowadays, even search
engines like Google have Al as the first answer. This was the smallest part of the whole thesis
work because most of the literature and cited papers came from the supervisor’s suggestions,
reading previous work in Theta, and references in other papers.
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